Minutes of the 2nd Emergency Service Coordination Workshop
Library of Congress, Washington, DC, USA

As recorded by Richard Barnes, BBN Technologies

Tuesday, 10 April 2007

· Introduction

· Hannes & Marc give welcome, introduction, agenda overview
· Hannes introduces the other program chairs to the group: Jenny Hansen, Stephen McCann, Christian Militeau, Atle Monrad, Henning Schulzrinne, Harry Worstell
· Jenny talks about logistics 
· Linda ??? (USDoT ITS JPO) thanks participating orgs.

· Greg Brody (E9-1-1 Institute) grateful for all the work going into emergency services to keep policy high-tech
· Aaron Holman (E9-1-1 Institute) describes extracurricular
· Wednesday, 11:00 : 45-min tour of LoC

· Thursday, 19:00 : Monuments by moonlight ($30)
· Andy Newton (IETF GEOPRIV, SunRocket): IETF GEOPRIV update
· Geolocation – not only ES, not only SIP

· Overview of existing and coming GEOPRIV standards

· Relationships with ECRIT, OGC, IEEE
· Updates since ESW06 – RFC3825bis, L7LCP(Held), updated civic

· Other areas of investigation – LbyR, LIS2LIS identifiers, LO integrity

· Hannes: When will L7LCP be final?

· Soon, but entangled with other work. 6mo?

· Andy: LoST 

· Overview and status: WGLC complete on -05, comments incorporated in 06
· Since ESW06: XML improved, cache control, path descriptions

· LoST-06 in progress now

· NetCri papers

· Hannes: Simple XML/HTTP protocol some proprietary implementations

· Andy: Not a science project, mostly work that would be done anyway; caching is new

· Marc: Any comments from other organizations?
· Hate the name.

· Brian Rosan (NENA, NeuStar): ECRIT framework and phonebcp
· ECRIT framework: Informational big picture, nearing completion

· Phonebcp: Normative big picture; how carriers/devices should behave

· Both docs approved by IESG within CY2007

· Q(Hannes): How does this relate to 3GPP architecture? This seems like a different approach?

· Not aware of any explicit conflict with IMS, although there may be some details.  Think we can align the two approaches

· Follow-up: Is there a mechanism to figure out whether it or the network should do loc/mapping?

· Endpoint should always try; proxy can tell, provide backup

· People underestimate the scenarios users create

· “Can’t control the users”
· Q(Roxanne): When you’re talking about mapping, can we reuse the polygons we already have?

· Question for LoST authors / implementation

· Answer is basically yes

· NENA has said that LoST will be GIS-based

· Q(Alain): Lots of emphasis on Access Net providing location; is GPS a viable solution?  

· If endpoints can measure their own location, they should

· But the access net typically has to work with devices with different capabilities – except in very specific, tightly-controlled situations

· When you split the access and voice nets you have to leave the positioning in the access net
· James Polk (IETF SIP/Cisco): SIP Location Conveyance

· Describes how a device using SIP to package location information and transfer it to another SIP entity

· Not only for emergency services (e.g. could be used to send location to a SIP registrar during registration)

· Supports both location-by-value and location-by-reference
· Status: WGLC right now, -08 in progress, to go to IESG

· Q(Iwaszko/VZW): What are the types for inserted-by? Are you going to throw away locations from certain types of devices?
· Just tagging with endpoint/server, which used to route

· Follow-Up: So you’re asking the endpoint to figure out how to use all this stuff?

· Yes, we’re just providing information

· Follow-Up: Just want it to be usable
· Q(Montgomery/Sprint): Do we have a field for uncertainty?  

· Polk: No.

· Winterbottom: GML has a lot of shape types that can go into PIDF-LO; similar to MLP.  Pidf-lo-profile has some fields to describe confidence.

· Andy: Note that these are GEOPRIV docs

· Polk: Be careful about accuracy vs confidence

· Rosen: Polk’s document is just conveyance; PIDF-LO is the relevant standard for the fields you’re looking for.

· Hannes: Is the technical level right?  Too deep, not enough?

· Andy: LoST Mapping Architecture Overview
· Marc: Sanity check: Are the service providers that understand this and agree with this?

· (???): This seems like the right architecture.  This will probably be more than 9-1-1, for more general emergency services.

· Rosen: NENA thinks this is OK.  FGs not internalized yet, but if we find problems we’ll raise them.

· Q(Matt): The IP access network will give me a ref to a LoST server?

· IP network should.  If not, VSP should. 

· (break)

· Harry Worstell (IEEE 802.11 / AT&T)

· Presentation on 802.11’s Layer 1-2 piping for emergency services

· 802.11k: Defining interfaces (MIBs) to output from layer 2.
· 802.11v: Defining interfaces to input/control layer 2

· These also apply to WiMax, other 802 networks

· 802.11u: Interfacing with other SDOs / network standards/layers

· Issues to be solved

· ES identification

· Location information

· Unauthenticated network access

· Admission control

· Location: Working closely with IETF/3GPP

· Unauthenticated network access:


· E.g. enterprise network with roaming cell phone

· Vehicular communications: Working with ITS

· MESA project providing high-level direction

· WAVE (802.11p) provides short-range comms for vehicles

· Looking for help to do this correctly

· Regulation / legal intercept?

· Comment(???): WAVE has been avoiding emergency services because by definition it’s short-range.  DoT not thinking about it.  This could be an issue when we’re thinking about how to connect the vehicle to the roadside.

· Also a low-data-rate service and handoffs; could make voice infeasible.  If you’ve collided/broken-down, you’re not moving, this could be more useful.

· Comment(Linsner): In Prague, discussed requirements for QoS.  Audience should start thinking about what these would be.  No precedent in US.

· Q(Hannes): IEEE is working unauthenticated access because of anticipated or actual regulation?

· Not aware of any direct regulation.  Cellular 9-1-1 mandate caught ATT off guard; why should other wireless nets not have the same requirements?   Don’t know whether the regulators will require it.  Question is whether the SDOs should be proactive or reactive to regulation.
· Follow-up: But that would require changing ALL WLANs.

· WLAN is growing up.  Started out p2p, now starting to talk about voice, video over it.  If you’re going to specifically handle voice, shouldn’t E9-1-1 be part of it?  APs are going to be upgrading to 11n anyway.

· Q(James): We’re talking about VoIP.  How do you relate this to the pipes?

· We’re defining interfaces, and we need to talk to higher-layer people about what these should be.
· Gabor Bajko (IEEE 802.21)

· Motivation: Moving toward devices with multiple radio interfaces, need ways to distinguish networks before connecting

· 802.21 does inter-network-technology hand-overs

· Handover initiation and preparation, not execution

· Media-independent handover layer to translate between technologies
· Client contacts MIH server for information about neighboring networks

· Can be initiated/controlled by both client and network

· 802.21 for Emergency Services

· Can indicate support for LCPs in MIH network description

· Either network discrimination or optimization (know which one to try)
· Unauthenticated network access

· E.g. access to 3GPP RAN without SIM (??)

· Could consolidate “dummy” authentication methods
· Supported by policy mechanism

· Q(Rosen): Scenario: My company’s name is Kazaa-2, and I claim that my emergency service requires a 2MB continuous bandwidth to my server, so my clients get a free 2MB channel?  Can’t make any meaningful restrictions at layer 2.  It just won’t work.

· Hannes: Unless all networks are application aware (of all applications)

· Q(Hannu): My home WLAN is password-protected.  Are you saying that people with emergency calls should be able to access my net?

· Hannes: Don’t have to solve this today.

· Q(Winterbottom): In a 3GPP net, that may be appropriate (since things ARE application-aware, and specific to voice).  Not talking about just making the air interface open.  Could work if the access net is tied to voice service.

· Mary Brown (Cisco / WiFi Alliance): Regulatory Task Group 

· WiFi Alliance (WFA) is an industry group with >270 member companies

· Certifies WiFi devices (little curvy logo)

· Project increasing use of wifi phones

· WFA/CTIA have a joint coordination program

· WFA encouraging mesh and muni wifi

· RTG observes regulatory proceedings and communicates back to WFA
· Q(Rosen): There are a couple of things that an AP needs to do to support emergency calling, not at the air interface level, but more like DHCP.  Similarly, there are requirements on phone.  Could WFA certification expand to include these things?

· We’re interested in figuring out what the requirements are for ES to work.  No regulatory requirement right now, but open to learning, including certification process.

· Q(Roxanne): If people think they can dial 9-1-1, they’ll try.  Hope that you’ll stay engaged in this.

· Q(Jenny Hansen): Expectation of the public is there.  Kiefer Sutherland does everything with his hand-held device – what does this do to consumer expectations?

· Hannes: We couldn’t find a speaker to talk about LLDP[-MED], but we did get an update in Prague. A video podcast of the meeting in Prague will be made available. 
· Gary Jones (T-Mobile US / 3GPP)
· 3GPP Service requirements for TS 22.101 (IMS Emergency Services)
· Release 7 work item – functionally frozen at March meeting

· Service requirements have been frozen, but can be updated

· Architecture in TS 23.167

· Protocols in TS 24.229

· Requirements:

· Routing

· push-button ES (big red button / air-bag sensor)

· With or without [U]SIM

· Identification of emergency calls

· Terminal detects emergency number (even without [U]SIM)

· [U]SIM can define additional numbers

· Network must be able to detect emergency call

· CS calls get priority over PS calls

· Location:  Locating emergency calls overrides privacy preferences, except where prohibited

· Q(Hannes): Are Text/SMS included, or only voice?

· Correct, only voice.

· Q(Rosen): Calling for an “institutional agreement” between IETF and 3GPP to work together to ensure that there’s no misalignment.  Want to make it formal.

· Response(Peterson): In the past, there have been formal liaison.  Are you asking for a liaison from ECRIT to the 3GPP?  
· 3GPP made a decision a long time ago not to duplicate IETF work.  Sounds like what you’re asking is higher-layer than technical coordination.  Problem is that 3GPP is not a single organization, it’s a set of coordinated SDOs.  Don’t want this to inhibit technical work.

· (lunch)

· Protocol Details (TS 24.229, Stage 3)
· Specifies the involved IMS entities, references RFCs

· UE – PS & CS; acts as SIP UA; emergency call with/without [U]SIM

· E-CSCF – Routing; interface to PSAP

· P-CSCF – First point of contact for terminal

· S-CSCF – SIP/session control; handles registrations

· LRF – Location Retrieval Function

· Status: 95% complete (IP support deployment 35% complete)

· WLAN aspects complete; GPRS aspects remain

· “IMS emergency call identifier” removed

· Mapping protocol is currently implementation dependent (could be LoST; currently on a volunteer basis, could be standard later)

· Release 7 Exceptions

· Interface between E-CSCF and LRF undefined

· Unresolved IETF dependencies
· TS 24.008: Registration with/without UICC

· Q(Barnes): Profiles of IETF protocols specified?

· In TS 24.229

· Q(Rosen): You talk about this working when the access network doesn’t support IMS.  This is a situation where the IETF architecture could work, but this isn’t explicitly discussed.

· TBD

· Q(Winterbottom): How does LoST help when the access network doesn’t support IMS?  The model breaks down in this case.  Previous liaisons have declared this out of scope.  

· Will take this back to the group; keep hammering on it.
· Q(Newton): Conversely, how does the IETF approach work if the access net doesn’t support any LCP?  What are the IETF dependencies, and why are they outstanding?
· Some protocols haven’t worked through the IETF process.

· Report of IETF status (courtesy of Hannu) is on 3gpp.org

· Hannes: Radius/Geopriv is one

· Q(RoxAnn): When roaming, is registration electronic/automatic or human mediated?

· Electronic.

· Stephen Edge (Qualcomm / 3GPP): 3GPP support for IP-based emergency calls
· These are Stage 2 requirements

· Supports origination from 3GPP wireless nets and from ETSI TISPAN supported fixed broadband nets (xDSL and DOCSIS)

· Design specification (23.167) is almost 100% complete

· Support mostly in visited network; support for both PS and CS PSAPs

· UE needs to be able to detect an emergency session establishment request

· UE Requirements:

· Rules for selecting CS/PS give preference to CS; fail over to other

· Must perform emergency registration unless already IMS registered

· Uses special emergency Public User Identifier in emergency REGISTER (??)
· LRF handles location AND routing

· Can contain a Routing Determination Function (RDF) and a GMLC

· Emergency registration:

· Emerg. Pub. User ID: sip:user@domain  ( sip:user@sos.domain

· P-CSCF can override normal registration duration (e.g., to comply with local call-back regulations)

· Support for other access networks is currently being defined
· GPRS, I-WLAN, TISPAN

· Compatibility with NENA i2 is being considered

· Remaining issues:

· Definition of tel URI used for emergency registration

· May add a URI parameter 

· Delay in call setup induced by emergency registration

· Interface between E-CSCF and LRF

· Support for voice call continuity, other access protocols
· Q(Hannes): What is the LO that is passed around?

· When you’re doing cellular, you don’t get precise location, but good enough to route call

· Typically have a separate procedure that the PSAP uses to get more precise

· SIP INVITE would then just contain location for routing, and PSAP would use a separate location procedure to “pinpoint” the UE.

· Follow-Up: Could also attach reference in SIP message (alongside PIDF-LO)

· In 3GPP, that reference is provided in the form of the ESQK by the E-CSCF and the LRF.  In a sense the solution is the same; the difference is who provisions the reference (UE vs. network)

· Follow-Up: SIP conveyance allows proxies to insert reference.  Could ESQK be expressed as an HTTP or SIP URI?

· ESQK is actually an E.164 number, which facilitates interworking with the PSTN

· Support for legacy PSAPs is very important

· Q(???): How does emergency registration work for unauthenticated access?  

· Network recognizes that there’s not UICC, allows REGISTER through

· No callback number provided, but LRF still works

· Q(Winterbottom): i2 supports sending a reference/URI to the VPC, which the VPC will convert to an ESQK.

· Q(Stark): Is 3GPP focused only on the case where there’s a visited IMS, or does it take into account to the case where there’s home IMS without visited IMS?

· It addresses it in the case of certain fixed accesses.  For xDSL and DOCSIS, the network itself supports emergency calling; out of scope for other accesses.

· Follow-Up: So, e.g., does it cover SIP over GPRS, like with a laptop softphone connected to a home IMS?

· It’s in scope if the visited network has a relationship with a 3GPP IMS network, not for general wireless.

· Q(Rosen): It seems like you’re carrying CS concepts forward into the PS domain, when there are pure PS solutions (e.g., using E2/ESQK).  Can’t we all agree on an system for next-generation (packet-terminated) calls, instead of 3GPP declaring an intermediate one?

· Out of 3GPP scope by and large; we have some existing interfaces that were jointly agreed (in North America) by TIA and ATIS

· Q(Rosen): You said “In some circumstances, a real registration could be done, but in some circumstances, you might do an emergency registration instead.”  Is that right?

· Yes, for example, if a call fails over to PS, it might just do an emergency registration instead of normal, then emergency
· Follow-up: Lots of people here in the emergency community HATE unauthenticated access.  They have to do it because of regulation, but let’s not make more problems.  Any operator would rather wait a couple of seconds and have a real registration (very good identity).  I don’t want kids getting anonymous 9-1-1.

· In a sense, it gives a better identity than a normal registration.  You get identity even in networks with no roaming agreements.

· Follow-up: We really do understand the difference between Contact and AOR; we like to make sure that we can reach back to a Contact quickly, AND have an AOR for later contact.  It seems like the stuff about tel: URIs is trying to do replicate this distinction.

· If we use the tag, then you can just strip the tag and get the regular URI

· Follow-up: What would we need the emergency registration telephone number for if there’s a Contact (or GRUU).

· If the PSAP doesn’t have PS access.

· Q(RoxAnn): When is location coming? With the call or requested afterward?  Why are we re-implementing the same bad wheel that cellular uses?
· Delay to get good location

· Follow-up: Thought you said there was already setup delay

· Only a couple of seconds for registration, much longer to get accurate location

· Follow-up: So there’s not a 30sec setup time?

· No.  More like 5-6 sec.  Rough loc comes with setup, go back to get more accurate.

· Comment: If you front-end the positioning, you can send along a better location in the first place.

· Q(Hannes): If you have an IP-based PSAP, then what does the location retrieval look like?  What does the 3GPP say about what you get and how you get it?

· Outside the scope of 3GPP.  Interface between PSAP and LRF is, e.g., MLP.  3GPP assumes that you’ll use something like that.
· Alain van Gaever (EU Policy Development)

· Currently revising policy related to electronic communications and media

· Regulatory Framework

· Last time:

· Single European emergency number – 112 

· Provision of location information; to the extent technically feasible

· Integrity and availability requirements

· Updates:

· Improving location obligations (tightening scope of feasibility criteria)

· Clarifying that caller location information must be free of charge

· Split of responsibilities between network & service providers

· Rights for disabled users

· Timing: Adoption by EC in 2007; negotiation with Parliament until 2009; implementation through 2010; technology neutrality is important

· Expert Group on Emergency Access (EGEA) has been formed to provide common operational requirements across EU (focused on interface between providers and national EMC networks)
· Also provides a forum for discussion and information sharing of national set-ups.  (some similarity to NENA)

· Related groups within EC:

· eCall: System for automated voice/data communications after car crash (target 2010 implementation)

· Chorist / PSC forum

· TCAM

· Q(Hannes): EGEA is coordinated with ETSI EMTEL; are you talking to other SDOs?  Which ones?  What sort of requirements are you looking for?

· Quite high-level.  E.g., “Should be able to use multimedia to access emergency services”.

· Unauthenticated network access or resilience might be another.

· Keeping legal obligations general, letting SDOs create more specifics

· Q(???): In eCall, is there an intermediary, or does the call go to the PSAP directly? Separate from other 112 calls?


· Varies country-by-country

· Follow-up: We’ve seen a lot of concerns from PSAPs in the OnStar vs other debate in the US.

· Follow-up (Hansen): Looking at this in our (DoT) project.  Will this be pushed or pulled data?  What data are you sending to the PSAP?
· eCall pushes a minimum set of data; this will be finalized this month.

· Q(Hannes): Last time, we tried to get OFCOM, the British regulator to come, and they couldn’t come because they hadn’t finished their VoIP regulations; they were in the same boat this time.  Do you know their status?

· They’re a very efficient regulator, very well-organized.  Can’t comment on OFCOM timelines, just on EC ones.  We’ve targeted summer of this year to start making official changes.  We consult with OFCOM, but they’re not holding us up.

· Follow-up: With respect to VoIP, many aspects are difficult to pin down at a national level; how do nations and international organizations like the EC deal with this?

· In the area of VoIP, variations in national regulations that didn’t matter in the PSTN  have become more important (e.g. does “voice call” include PTT/PoC?).  EU is working to harmonize these discrepancies.

· The EGEA should also help with this.

· Roger Hixson (Technical Issues Director, NENA)

· NENA is 25 years old; 99% of US covered by some form of 9-1-1 service; NENA NG9-1-1 effort started in 2003

· ~50% of PSAPs “phase 1” or “phase 2” capable (has to do with location)
· Mostly focused on US/Canada, but has some members from Mexico, Europe, Australia, et al.

· NENA requirements typically show up in PSAP RFPs.

· Some think that NENA should just state requirements and leave detailed specs to other people, but they’ve found that this doesn’t work well, so NENA defines high-level designs

· NENA structured as a set of Operations Committees and Technical Committees
· NG9-1-1 is 

· IP-based

· Operated over managed, multipurpose IP networks

· Multimedia

· Goals

· Cost sharing (governments and businesses)

· Increased flexibility for call re-routing

· Improvement on E9-1-1
· DoT RFP in 2006, 2yr project, fully “in flight” right now
· Federal 9-1-1 coordination organization should be helping with this, but hasn’t been started because of funding.
· May be developing certification/accreditation process for providers/vendors

· Need better coordination, especially in the area of automated location determination.

· Inadequate, unreliable financial support from locally-managed 9-1-1
· Recently established NG9-1-1 Transition Planning Committee (NGTPC)
· Standards development challenges

· Automatic location with emergency request

· Accurate location identification (civic vs. GPS vs. others)

· Q(Winterbottom): You didn’t really distinguish between routing and dispatch locations.  You could do different things for both.
· I can agree with that

· Q(Dunn): Let’s not confuse GPS with geodetic.  

· Q(Marshall): Geodetic brings in question of accuracy / geocoding.

· Q(Polk): Isn’t this fundamentally a survey issue?  Depends on the lat/long you associate with an address.

· Q(Hannes): There is a panel session on location information tomorrow.

· Q(???1): In addition to accuracy, there’s also confidence.  Need industry data about technology capabilities; don’t know if this exists.

· Q(Hannes): If capability data aren’t available, could NENA undertake a study?

· We’re not right now, but we could.

· Can we have the first true NG9-1-1 by 2009?

· Comment(???1): If you look at public safety planning, trend has been toward wider-area plans.  Areas of responsibility vary from whole states to counties, etc.  What’s the planning process that comes along with this technology?  Do you see wider-area planning?

· Think there should be different things coordinated at the federal, state, and local levels.  This is starting to develop; we’re encouraging this, with an eye toward the responsibilities that each jurisdiction holds.
· Comment(???2): NENA deserves a lot of credit for this: Their report says that coordination should be at the state/large-region level.

· Comment(Rosen): The mechanisms that are being developed for dynamic overload management specifically deals with “the expanding ring” of places you might offload calls to.  There’s much more agreement and commonality and interwork between local, regional, and national.

· Comment(???2): Government incentives are NOT headed this way, however.

· Comment(Hannes): What’s the incentive for people to move from i2 to i3, in particular to vendors and PSAP operators?

· People like status quo, but they’re going to need to deal with the real demand for certain technologies and certain levels of wide-scale coordination.  To continue to do fixes to the current system will not be workable.

· (break)

· Deb Barclay (Alcatel-Lucent): 3GPP All-IP Emergency Calls

· 3GPP / 3GPP2 Alignment

· IMS Core specifications are aligned with 3GPP

· For emergency services, there are some differences

· HRPD and WLAN vs 3GPP coverage of TISPAN

· Stage 1 (Requirements) are in S.R0115.  Adds support for

· Non-authorized terminals

· Anonymous calls (regional requirement from Japan; 184 before 119 suppresses ID)

· Stage 2 (Architecture) X.P0049

· Based on 3GPP 23.167

· Addition that when roaming, call happens entirely within visited network

· Contains annexes for HRPD / PDS access

· One LRF interface could be SUPL

· Stage 3 (Protocols) X.P0013-004 

· Based on 3GPP TS 24.229 “IMS call control based on SIP/SDP”

· C.S0024 HRPD network enhancements include emergency call indicator (?)

· HRPD/PDS has Lots of packet data options: IP or MIP, IPv4 or IPv6

· Unauthenticated access at the PDS layer, and at the AAA (voice network) layer

· PDS network could drop all packets other than to a specified proxy

· Optional policy to control PDS-layer access to remote addresses
· When a roaming endpoint is using Mobile IP, it must acquire a local IP address before making an emergency call.

· TIA doesn’t have an update since they’re a 3GPP2 entity, and nothing 3GPP2 is presenting is specific to TIA.

· Q(Hannes): Do you provide a solution for non-IMS VSPs?  Guess it’s the same answer here as for 3GPP.  At the last meeting, the 3GPP had declined to address unauthenticated network access, but now you seem to have shifted to a point where it is supported.  Right?
· There are differences among service providers.  There are some that are concerned about the security hole, and some that see it as anticipating regulation.  The 3GPP2 architecture has it as an option.

· Q(Rosen): Do you get as good an identity if you have an emergency registration as with a normal registration?

· Yes, the only time you don’t get an identity is when you don’t register.

· Q(Rosen): The assumption seems to be that a given visited network serves a given country, so that conventions such as dial strings are uniform for the network.  That works today.  Has anyone though through the issue of what happens when the network serves >1 country?
· Multiple dial strings are supported, as well as service URN
· Follow-up: You’ve adopted the 3GPP model that the phone identifies an emergency call.  How does the phone know what dial strings to recognize if it’s moving around?
· Follow-up(???3): Making the assumption that there’s a bright line at a border.  E.g., the US/Canada border has towers that swap calls back and forth; customers in the US get service from towers in Canada.  Need agreements among safety authorities to accommodate things like this.

· David ??? (Comcare)

· Non-profit emergency response organization

· Looking at bigger emergency response picture, in which 9-1-1 is a part

· Lots of common requirements from disabled, telematics, patient tracking, etc.

· A broader definition of “citizen” should be considered
· Qualcomm is the largest fleet tracker in the country – tracks HazMat trucks, trains
· Building sensor systems

· A broader definition of “authority” should be considered

· No clear line between emergency agencies and the public – thousands of individuals

· Sometimes the private sector is the best responder

· Multiple agencies that should receive information about emergency calls
· Technical activities: Messaging (through OASIS), Core service instantiations (EPAD, identity rights mgmt), demo of integrated patient information systems

· Initiatives with NCOIC (NEER), with Red Cross, NENA, and others (Informed interoperable emergency response)

· Core Services:

· Shared utilities provisioned collectively by the ES community

· Enables information sharing/discovery across domains

· E.g.: Agency locator, identity management & access control

· Q(Newton): Clarify some comments about LoST.  Input is location, output is a URI.  URI could be multiplexed [i.e., fork at the SIP layer instead of at the LoST layer]

· Criticism withdrawn!

· Barbara Stark (ATT, DSL Forum)
· DSL is not just a physical-layer thing; the BRAS-type architecture necessitates DSL involvement in positioning

· Plans for: Location determination requirements for residential g/w, BRAS, [IP]DSLAM

· Based on phonebcp, other GEOPRIV work

· … but in more detail

· In doing this, liaisons with other SDOs are very important

· Q(Hansen): After going through all the servers between the CPE and the PSAP, what does the information look like?

· (Rosen) We know that – PIDF-LO is location, working on identity, callback, etc.
· Q(David???Comcare): It’s possible that you’ll have mobile phones coming in through your DSL CPE; are you dealing with this?

· (Rosen) There are several organizations working it.  Some people in the IETF are talking about working these sorts of issues.  Bar BOF in Chicago, real BOF in Vancouver.

· Q(Worstell) From the 802.11, we’re putting LI in our MIBs that can be used by clients, and it seems like you’re doing that too.  We need to coordinate this.  Many times, home-owners leave the default settings, so we need to work in this scenario.

· (???) Are you familiar with cable?  And similar efforts in that context?

· As it relates to this type of access, yes, but not as it relates to others (like IMS).

· (Hannes): We invited cable guys, they declined not to show up because they view their work as done, and well aligned with the IETF.  How does the DSL work relate to TISPAN work on ES?
· Don’t know; don’t really have information on what TISPAN is doing.  3GPP seems to consider it out of scope when there’s not an IMS net on the visited network.

Wednesday, 11 April 2007

· Klaus Pulverer (TISPAN)

· TISPAN has produced a stage-2 document on citizen-to-authority

· TISPAN doc is very small, based on 3GPP (23.167, 24.229)

· Differences:

· Choice of P-CSCF when roaming

· Variety in quality of location information, depending on access network

· Allows user to provision location, but acknowledges issues with this

· TISPAN has studies ongoing to better understand the problem

· ETSI TS 182.009 says that EmPubUID is for further study, restricts supported roaming scenarios (in light of problems with choice of P-CSCFs)

· Normative annex to 3GPP TS 23.167 that describes TISPAN differences

· Q(Hannes): Has TISPAN looked at the IETF work on civic location formats?

· Mentioned, but not referenced in the ETSI endorsement

· Being considered in the current analysis task
· Q(Hannes): Relationship done between DSL Forum and TISPAN?

· No direct account of DSL Forum work, rather working directly with 3GPP

· Q(Hannes): Unauthenticated network access in TISPAN?

· In 3GPP, there is the EmPubUID for unauthenticated users, which creates some regulatory problems.  Topic for further study in TISPAN.

· Follow-up: Security problems or other technical aspects.

· Discussions have centered on security

· Q(Rosen): It seems like TISPAN/3GPP aren’t adequately coordinated, e.g., on acquiring location in fixed networks (a problem that IETF thought it had a solution for).  Might it be possible to arrange a closer consultation between the two groups?
· Restructuring going on right now to shift common IMS topics to the 3GPP [so that WG should be the point for coordination]

· We are interested in coming to a common specification.

· Follow-up: How about the relation to IETF work, specifically? 
· The 3GPP has much closer contacts with the IETF than TISPAN, so the hope is that moving the work to 3GPP will foster closer coordination.

· Q(Winterbottom): Want to re-iterate what Rosen said.  E.g., IETF and NENA are tightly coordinated, and are starting to be deployed.

· Will raise this with the appropriate people.

· Q(Stark): In the 3GPP presentations, it seemed that they were only interested in cases where there’s IMS in the visited network.  Is any organization in ETSI looking at scenarios that 3GPP is not covering?

· Unsure.  We do have situations where IMS is not directly involved, e.g. with legacy phones.  In other cases, we assume the presence of IMS
· Q(Winterbottom): The assumption of IMS is either that the operator owns the access network or has a relationship with the access network?

· That is the assumption at 3GPP.  TISPAN is a little more flexible; there can be networks that contact IMS networks, e.g., to set up a tunnel.  But we do assume there is an IMS out there somewhere that can be contacted from the access network.
· Christian Militeau (Intrado, ATIS ESIF NGES)

· ATIS = Alliance for Telecommunications Industry Solutions, one of the six operating partners in 3GPP
· ESIF = Emergency Services Interconnection Forum

· NGES = Next Generation Emergency Services (formed March 2006)

· Issue 48: NG9-1-1 coordination 
· Issue 49: Technical Framework on Emergency Services Network for the NGN

· Issue 50: Location Acquisition and Location Parameter Conveyance

· Initial TR to be published in the spring
· TR Draft was distributed for comment in January 2007, now being reviewed for publication by ATIS

· New issue: NENA i2 and IMS emergency services interoperability

· Both 3GPP and NENA have declared interoperability scenarios out of scope

· ESIF will investigate, and get feedback on possible solutions

· New issue: Location Parameter Conveyance standardization

· LIS-ALE architecture and FLAP described in a TR

· No feedback indicating duplicate effort 

· ESIF will identify ATIS committees for input and establish collaborations for standardization

· Q(Stark): Is it 3GPP that needs to consider interoperability scenarios, or is it ETSI, since these scenarios are outside of 3GPP networks?
· That’s why ATIS is handling this.  

· Q(???): Want to clarify that the non-3G interface problem is not a formal issue, but to be referred to ESIF.

· Correct.

· Q(Rosen): Could be that in a mixed network, you fall back to IETF.  Would be nice if people said that.  Haven’t seen a liaison from ATIS to the IETF yet.

· Q(Jones): Have an opportunity to impact the way that 3GPP handles core IMS requirements.  Could ensure that emergency services is a part of Core IMS.  Is that statement one output of this workshop?  There are wireline groups within ATIS, others; we should get together all these organizations and consolidate “the wireline view”; this would be much easier to take in to the IMS Core group.
· Q(Linsner): Issue 50 took unfinished work product from the IETF and evaluated it against requirements, and this is part of why TR 41-4 is getting resistance.

· Protocols have varying levels of maturity.  We took what was out there at the time.
· Stephen Wisely (APCO Project 41) 
· APCO = Assoc. of Public Safety Communications Officials, 14K members

· APCO is an ANSI-accredited SDO (as of last year)
· Project 41 deals with VoIP and emerging technologies (begun under P38)

· Goal A: Public policy recommendations (APCO presented with NENA at Senate hearing yesterday)

· Goal B: Strategies to ensure that public safety interests are represented

· Goal C: Educational strategies for PS personnel and elected officials

· Location: Accuracy and consistency are critical; 

· Dedicated funding streams need to be established.  Yesterday’s testimony was going after $43M; by comparison, NY state spent $100M deploying phase 2 wireless

· P41’s mission is to focus on operational features – PSAP information must not be compromised
· Want name, loc’n, originating number, provider ID, correct routing

· Caller expects: Call answered, Loc Obtained, Call processed, ES quickly on scene

· See discrepancies between human and automatically provided numbers (people call from wireless, but give home phone as call-back)

· PS community sees VoIP as adding options for technologies involved

· User-provisioned location doesn’t work

· Had a guy whose kitchen burned out because of old customer-provided VoIP location, and STILL didn’t update is location in is VoIP phone.

· Challenges: (re)Training, call processing time, additional technical staff
· Q(RoxAnn): I serve Davidson Cty. & Nashville.  20 calls/hr/person expected (1/3min), in reality, one every ten seconds.  Amount of requests from the public is very large.  60% of calls are wireless, which take more time.  Dispatchers have 6 screens and need to interpret information from audio and all these.  Know you want to get it right, but taking 3 years to get it right puts me 5 years behind.
· Q(???): There was a project 36 that was looking at CAD to CAD interchange.  What happened to that?  

· No resurrection of 36, but ongoing work in similar areas.
· Q(Winterbottom): Endpoints are essentially responsible now for providing location.  What concerns does your organization have about endpoints making up location?

· We’re seeing that in a way in the user-provisioned VoIP location; non verifiable location doesn’t do us a whole lot of good.

· We’re very concerned about falsified location.  We’re interested in ways to head this off.

· Follow-up: To RoxAnn: If we get this wrong, then you could be flooded with falsified calls.

· Q(???): To expand on this a little bit: Is there a threat of deliberately falsified information that you’re aware of?  

· (Linsner) Internet provides the means to make that easier to do.

· Q(???): Do you work with state and local operators?  E.g., providers in Idaho are required to have addresses and forbid moving ATA without informing provider.

· Even if address is provided, may not pass MSAG validation.

· Q(Worstell): I can get my calls through my ATA anywhere, and conversely, reach my NJ PSAP anywhere.
· Complexity/Policy Panel (Moderator: Andy Newton)

· Differences between policy, standards, and practice – whose job is it to make sure these align?
· Anti-spam experience: At NIST conference, SDOs said that more regulation necessary; this led to the CAN-SPAM act, a model of success.
· Chris Libertelli (Skype)
· Regulators are involved in fast-moving markets, which makes private standards-setting much more important; failure of standards undermines faith in non-regulatory solutions

· Legal uncertainty surrounding rights & obligations leads to complexity in standards and slows thing down

· Case: The Skype Carterfone petition, supporting “no-locking” in commercial mobile networks  
· Alain van Gaever (EC)
· In EU, regulatory expectations are based on five directives

· Gap between regulators and standards: Standardization is essentially market-driven, while regulation is policy-driven.  Regulation needs to be neutral to particular solutions.
· Ed Lewis (NeuStar)

· Policy and technology are mutually dependent

· Policy depends on technology AND how technology is used

· Case study: DNSSEC enables domain enumeration, which violates EU data protection policy

· So DNSSEC is having to re-engineer around this

· When driving development, policy can be another requirement; when driving usage of existing solutions, requires detailed understanding of problem and solution.

· The distributed way IETF protocols get developed and implemented makes it harder for regulators to get information from a single source.

· Q(Rosen): It’s imperative that SDOs get together and come up with a single answer.  The only people I ever see from the FCC are lawyers, not engineers, so policy-makers only get information filtered through layers of lawyers; how can we fix this?  How do you arrange the discussion (as opposed to formal filings, etc) about what needs to happen to make 9-1-1 work?

· (Libertelli) Sometimes companies also filter through their lawyers; industry needs to shift as well.  Think that technical folks in the government would be open to talking to engineers; give them a call.  There’s also a new organization that exists to advise the government’s engineers.

· (Alain) Typically, we have engineers, lawyers, and economists.  Most people who come to us come from a legal perspective; also have had some engineering discussions.  Would like to have discussions along all three dimensions.

· Q(Henderson/RIM): Over the last 20-30 years, never see FCC engineers in US meetings, but see EU engineers in European meetings.

· Q(Johnson/FCC): Jenny invited me.  One way to get engineers to come is to invite them.  There is a process to advise the engineers, and you should go senior engineers at FCC; they’re seeking more information.  It took some effort to attend this meeting, but it’s been a great find.  The burden is on industry to bridge the void.  The Alerting Advisory Committee is an interesting experiment in pre-rule-making consultation.

· Q(Sharon ???): Thanks to engineers.  Haven’t heard talk about learning about end-user requirements.  

· (Andy) Want to go on record that my brother runs the PSAP in Athens, GA, and I do call him about these issues.

· Q(???): Does VZ hold any patents in this area?  Are mandates like the EU data protection directive a primary driver here?
· (Libertelli) Congress foresaw this when it passed the Telecom Act, and added a “necessity/competition/interoperability” test for IP.

· (Lewis) Engineers can be pretty gullible about what rules apply, so we need to be clear about what the constraints are.

· Q(Roger ???): Technology is moving faster.  Is there a movement for standards to move at the same pace?

· (Lewis) There’s a reason for this.  Developers are solving a problem from a particular perspective, while standards have to be general.

· (Newton) 9-1-1 over VoIP is a perfect example.  Standards work didn’t get started until late because nobody anticipated how VoIP would be deployed.

· Follow-up: I’m in favor of completeness and worldwide conformance, but perhaps the time has come for standards work to be less volunteer-based and more dedicated.
· (Rosen) If you create professional standards people, you get professional standards.  We have some experience with that, and the thing that works best is to have part-time standards people that are also developers or operators.  Perhaps could require “9-1-1 review” in the same way as security review is done (for relevant standards).
· (Hansen) The actors need to change; the contributors need to rotate in and out of standards activities.

· (Winterbottom) I would be interested to see a document that describes the American emergency system end to end.  Continuity is important so that institutional memory gets handed down.

· (tour)

· (lunch)

· Jenny Hansen (Bowhead/DoT, NG9-1-1 Project Coordinator)

· USDoT got involved in 9-1-1 via the Highway Safety Act (1969)
· NHTSA has new office for Emergency Medical Services (EMS)

· Early 2000s, Trans.Sec. Mineta focused on wireless deployment (US-specific)

· Consensus within 9-1-1 community is that faster access to better data is needed
· Long term goal: Delivery of multimedia to PSAPs, then to emergency responder networks

· Finalizing “Concept of Operations” document (vision from user’s perspective)
· Not an SDO, but monitoring multiple SDOs

· NG9-1-1 Project Team: BAH, Kimball, Texas A&M 

· Henning is also part of the team
· (??? Rosenblatt (BAH) takes the podium)

· Task 1: System Architecture

· Revised CONOP just finished (on www soon)

· Meeting with stakeholders and gathering requirements

· Task 2/4: Transition Analysis 
· Task 3: Design and Demonstration of Proof of Concept

· (Jenny returns)

· Email list: www.ng9-1-1WG@bah.com
· Q(Johnson/FCC): What is the trust model underlying your security systems?  You talk about encrypting data, but without a trust model, this is a serious limitation.
· (Rosenblatt) Trust is a big part of any IP-based system.  We’re working on it.
· Q(???/Verisign): These same types of things are going on worldwide (EMTEL, ITU-T SG13).  Are you coordinating with these other groups?

· (Rosenblatt) We’re here, and we have some representation from other countries.  Focus will be US requirements and needs.

· Follow-up: There’s a lot going on in EMTEL, and their website is open.

· (Hansen) One of the most interesting challenges is federal-federal communication.  DHS has at least 5 projects that could make use of this.  

· Privacy Panel (Moderator: Allison Mankin (NSF, Genie PM) )

· Panelists: Tony Rutkowski, Alain van Gaever, John Morris

· Do citizens give up their privacy rights when they make an emergency call?

· Tony Rutkowski (VeriSign)

· FCC has discussed privacy; e.g., an emergency caller is assumed to consent to release of his location to emergency response personnel 
· FCC claims Title I jurisdiction over public Internet use in the US 
· 47 USC §222(d) provides specific exceptions to customer privacy for emergencies

· Other organizations internationally have similar rules

· Alain van Gaever

· Similar situation in EU to that described by Tony R.

· John Morris (Center for Democracy and Technology)

· Important that exception for emergency services not destroy general privacy

· Requirements: 
· Prevent spoofing of PSAPs

· Limit access to location to truly essential network elements

· Avoid tracking, retention

· Avoid mandates (e.g., mandating that every device capable of contacting a PSAP be automatically locatable, or that locations originate from a network or service provider)

· Q(Bajko): There are cases where location information isn’t relevant; should location still be sent?  Can the PSAP share information even when there’s no criminality involved?

· (Morris) Practically, in the majority of situations, things will be happening too quickly to make the decision whether location should be sent.  Don’t think there’s a national law that controls the distribution of information from the PSAP, but many jurisdictions have laws that restrict the flow of information from PSAPs to law enforcement.

· Q(Kütt): Suppose that someone comes up with a LBS that uses location with explicit user consent.  How does this change your view?

· (Morris) If you’re re-using location information that was created for emergency purposes, that’s fine – as long as it’s the user’s decision.

· (Gaever) If there are services that can take advantage of LI, then this would encourage people to implement positioning capabilities.
· Q(Winterbottom): Big difference between knowing location and knowing who is at a location.  Anonymity should be taken into account.  In an Internet context, need location for routing, e.g. to get to the poison control center.  Might be useful to continue to monitor after emergency call has ended (e.g., kidnapping cases).

· (Morris) General understanding that law enforcement is able (in that context) to get location information.

· Q(Hannes): Based on presentation yesterday, Japan allows users to obscure some information in an emergency call.  So we should double check our protocols to make sure that these features are explicitly signaled.

· (Morris) Think that VT is the only state that allows a homeowner to decide whether location will be sent with an emergency call.

· (Tony) Would not like to see unnecessary constraints on carriers’ use of location information, particularly cached information.  E.g., for forensic purposes.  EU directive requires every mobile device’s location to be stored with the user’s identity – and made available for forensic analysis.  

· (Morris) That policy debate (privacy/retention) is not at all finished.

· (Gaever) Data retention offsets privacy discussion.  Privacy discussion tends to focus on private sector, while retention addresses public sector.

· Q(Sp?): USDoT implementers of 802.11v (WAVE) are debating these issues (LBS for vehicles).  E.g. having services be opt-in, and non-opted services be made anonymous.  Need to not design the utility out of the system to make sure it can’t be misused.  Automatic collision notification will be transmitting information that could be used for law enforcement.  
· (Gaever) Those problems exist today.  EMT can always measure BAC on the scene.

· Q(Johnson): Perceptions about the role of VoIP are changing.  Changing environment changes expectations.  How do you develop criteria that stand the test of time?

· (Tony) Process is driven by petitions for rule-making.  Great example is EPIC petition for CPNI protection.

· (Morris) It’s clear that the FCC is trying to make things that emulate the phone system do so fully (location, CALEA, etc).  Don’t think that our government should be drawing lines as to what technology will be vital.  Risk of chilling innovation.  First see if market adopts, then regulate.

· (Tony) Do you want to see the FCC take jurisdiction to enlarge the CPNI protection?
· (Morris) Rather they stayed out of it.

· Q(Rosen) Use the “reasonable man” criterion: If a reasonable man would use a device to call 9-1-1, maybe it should be able to (including location).  E.g., 60% of Brian’s daughter’s friends think that texting to 9-1-1 works.  How do we avoid backing ourselves into these kind of misconceptions?
· (Morris) If you have a rule that says “any device that can text must be locatable” then you’re going to chill the development of text message devices. Soon there will be a Dick Tracy watch that sends text messages, we don’t want to prevent the development of that watch, (with battery, form-factor, etc may be difficult to auto-locate) just because that watch might be able to communicate with a 9-1-1 center.
· (Gaever) In Europe PSAP are hesitating to accept SMS messages (for many reasons). Maybe we do need to educate the (teenage) public (perhaps via labeling requirements). Additionally, it’s we (EU) generally don’t like to impose too much regulation on emerging markets

· Q(Stark) Interesting to hear that location information is a valuable asset of the access network. I’ve heard many others say that we should regulate (mandate) that access networks give away location information for free to the end-point. I’d like to hear different views on this.

· (Morris) There was no assumption in Geopriv (at least initially) that the access network is the location server. There should be a market for third party location services that I may very well trust more than the visited access network.

· (Tony) Location information could be viewed as a “network element” that is treated like caller-id information today. It is given away (not necessarily for free) to other networks elements in a regulated fashion. The FCC has looked at this option.

· Q(RoxAnne) As soon as someone uses a device to contact a PSAP, we the PSAP operators will be on the FCC’s door-step the next day demanding rules.
· Comment (???) People don’t think very well in emergencies. Opt-in systems will not work. Some people never call 9-1-1 and call 10-digit number instead to provide anonymity. This works very poorly from the PSAPs point of view.

· (Morris) Federal mandates may reduce the availablilty of communication devices. This may even create situations where someone cannot call for help, where as otherwise they might have some small non-locatable device. Therefore, there are problems on both sides even within emergency services.

· Comment (Andres/Skype) Skype would not be here at all if we needed to have Emergency services on day 1.

· Comment (Hannes) We need to distinguish between location used for routing and location used for dispatch (very different granularity, especially in some places in Europe with few PSAPs).  If the emergency services architecture relies on a relationship between every VoIP provider and every access network provider for routing emergency calls then there will be huge deployment problem. There are too many networks out there. 
· George Percivall (Chief Architect, OGC)

· OGC develops specifications for open interoperability of systems that use geospatial information

· Including (optional) compliance testing

· Coordinated with many other SDOs

· GML 3.2.1 has been sent to ISO for publication (approved as soon as next week)
· Separation between coordinates and coordinate reference systems

· GML used in PIDF-LO, GEOPRIV usage documented in GeoShape Application Schema, which is also an OGC best practices document

· OASIS is using GML in a number of emergency-relevant applications; also integrated with RSS

· KML may be coming before the OGC soon

· OGC Web Services testbed demonstrated usage in emergency scenario 
· Q(Winterbottom): Please put out a delta between GML 3.2.1 and 3.1.1.  
· Editors are required to produce a summary of changes

· Q(Winterbottom): Clarify: Point has no associated area/uncertainty, it has no area.

· Yes, that’s correct

· Q(Newton): Thanks for doing this work.  Might you guys have RelaxNG schemas for GML in the future, even if they’re not normative?

· It’s been discussed.  We should talk about whether it should be moved forward.  GML is an implementation of an abstract geometry language.  Other groups are looking at JSON serialization.  Just need to make a change proposal and move that forward.

· Q(???): Has there been any implementation of this for location of RFIDs?  Are there any examples of where GML has been used for routing purposes?

· Goal for next OWS Test bed is tracking within a building (e.g., of first responders).  RFID is the recommended technology for this.  Coordinate translation challenges.

· Q(Winterbottom): Is the onus on users of best practice documents to update them to use the new schema, or will that happen automatically?

· The originators of the document are the best source for any necessary changes, but in theory those changes can come from anywhere.

· Location Format Panel (Moderator: James Winterbottom, Andrew Co.)

· Panelists: Roger Marshall (TCS), George Percivall (OGC), James Winterbottom (Andrew)

· Roger Marshall:

· Civic and Geo location play different roles, and these roles vary between mobile and stationary contexts

· Civic applies more in [sub]urban areas, geo needs to be rendered/rev-geocoded
· Can’t buy a device that will compute your civic location
· James Winterbottom: 
· 3GPP draws on OMA for their location standards (MLP)
· Geodetic: Binary formats (3GPP GAD, RFC3825), and XML (GML, MLP)
· Civic: PIDF-LO, MSAG; requires validation

· Shape types: Geoshape > MLP = GAD > NENA E2 

· Usage rules: PIDF-LO includes directly; MLP indirectly (via PPR)

· How precise does data need to be?  Different for routing vs. dispatch

· George Percivall:

· Civic vs. Geo: Maybe there’s more generalization.  Perhaps geo doesn’t cover, e.g., within a building; so coordinates vs. geo.   Civic is all about identifiers, some of which are unambiguous (ZIP code), and some of which are ambiguous (e.g. Paris – France or Texas?).
· (Winterbottom) Important to emphasize that civic standards can be clearly interpreted by applications in different countries.

· Q(???): Shouldn’t be satisfied with accuracy requirements from FCC, should do the best we can.  Looking forward, doing geodetic is good, as long as it can be tied back to civic.  

· Q(Rosen): From an engineering perspective, you know you have uncertainty, accuracy, so you need to convey that.  But what good is it?  What does an operator do with it?  Does the cop go to a different place?

· (Winterbottom) If you sent me to a point and there wasn’t something there, I’d give up.  If you send me to an area, I’ll drive around.

· (Rosen) Because we don’t have great accuracy, they always say that someone is “in the vicinity of”.

· (Winterbottom) But there’s nothing to convey that in the protocol.  The larger the area, the more likely you are to call in additional resources to search.  No good way to convey confidence right now.

· Q(Hannes): We’ve always looked at the source determining the shape type.  In  practice, people produce point, point/uncertainty, and arc-band.  If you’re introducing shape complexity, why not introduce other things like path and velocity.

· (Winterbottom) GPS generally returns ellipsoids.  Some providers return polygons (known in the wild).  

· (Hannes) To PSAP operators: What shape types do you see, and how do you handle them?

· Q(???): The reason for the shapes in E2 is that those were the ones in T16.28 (?)  Would anyone disagree that every civic has a geo, but not vice-versa?
· (Rosen) But they don’t dispatch to a geo, they dispatch to a civic (!)

· (???) From a PSAP operator perspective, if you give me a point/uncertainty, and the point is an apartment building a block long, what am I supposed to do?

· (Winterbottom) For routing purposes, this is not a significant problem.

· (Percivall) Is it anticipated that we will never dispatch to a coordinate?

· (???) Send a coordinate, it gets rendered on a map.

· (Percivall) But that doesn’t necessarily involve a civic.

· (???) In 9-1-1, in practice, we reverse-geocode, and indicate that it’s in the vicinity.
· (Winterbottom) That’s the type of service we’re talking about in the next generation [sending responders a point], so we shouldn’t constrain ourselves at this point.

· (Linsner) ES is the first application that really needs uncertainty.  It’s not clear that there are other applications that need it.

· (Marshall/Winterbottom) Frame finders, anything requiring a tolerance.  Aviation and marine applications.

· (Linsner) Is a point+uncertainty an area?

· (Winterbottom) Yes

· (Linsner) Once the resolution gets small enough, isn’t a point good enough?

· (Winterbottom) Depends on the application!

· (Percivall) Point+uncertainty is a different semantic than a sphere (thing is a point, not a sphere)

· (Linsner) In practice, uncertainty is ignored for dispatch.
· (Percivall) Important to note that a feature is different from a geometry.  In the GML model, features are how you attach meaning to a geometry.

· (Winterbottom) Traditionally, in cellular, spheres have been used to represent uncertainty.

· (Linsner) FAA uses geo coordinates to land planes.  Don’t need to convey uncertainty in this case.  

· (Percivall) But these uncertainty elimination cases, both ends need to agree on the applicability.

· (Taylor) Seems that the technical requirement is to design the location description format such that additional information can be added, and ignored.  

· (Winterbottom) Right now, we’ve got geoshapes.  You can do that, or you can extend or restrict it.  But, you need to be careful about how you prune; e.g., don’t make an arc-band into a point.  You have to choose where that pruning happens – LIS, endpoint, or PSAP.

· (???/VZW) Need to separate mobile from static.  In a mobile environment, there’s going to be an uncertainty.

· (Winterbottom) There are lots of proposals right now for getting updated location for mobile environments.
· (Iwaszko) So we’re moving from a “plot” model to a “track” model.  Is that the direction we’re going?

· (Winterbottom) That depends on what the end user is prepared to give up.  PSAPs can do repeated pulls right now using ESQKs.  Solutions will be there; will depend on what’s deployed.
· (Iwaszko) How long does it take to generate a shape?

· (W) Depends on the positioning technology.

· (I) If the determination function takes 4-30sec, then will we hold the call?

· (W) No.

· (Marshall) PSAPs make the choice of determination now; they’ll continue to do that.
· (Newton) The “farmer in the field” example is a kind of hybrid location; there are other examples (see RFC 3825).  Why don’t you see more hybrid formats?

· (Percivall) Good example of stretching your definition of ‘coordinates’.  So maybe you have an altitude coordinate that represents “floor number” or “atmospheric pressure”.  

· (Marshall) You could also have different interpretations of the same geo.

· QoS Panel (Moderator: Tony Rutkowski)
· Panelists: Barbara Stark, James Polk, Brian Rosen

· QoS ecosystem: Citizen-authority, authority-citizen, control authority-network

· Gabor Bajko: Using 802.11u (etc) AP can prioritize traffic to optimize call success rate

· James Polk: QoS and Emergency Services: Does it make sense?

· QoS and ES are over-used and under-defined.
· Bandwidth is crunching (6-18 months), so can’t do the usual over-provisioning

· Brian Rosen:
· Break the problem into public and managed (public safety) networks

· No guarantees needed, just a uniform agreement on per-hop behavior

· Barbara Stark
· Not quite as simple as Brian makes it out: Public networks are operated by lots of providers, there’s private networks, and there are access networks of various flavors

· Putting things in a SIP header doesn’t work with TLS or IPsec
· Scheduled access could be useful in WiFi LANs

· Admission control could also be useful

· (Rosen) When you use an RPH with TLS, then the TLS is hop-by-hop and so is QoS.

· Q(Linsner): If you only use DSCP, what happens when your priority traffic saturates the pipe?
· (Rosen) You’re always going to have this possibility.  The more complex you make it, the less likely it will work when it counts.  Admission control is hard in cases where life is relatively constrained.  Could go to something predictable with a more ATM-like behavior.

· (Polk) We have a testbed that shows a hard limit on the number of calls on a link, and DiffServ doesn’t help that.  RSVP does.

· Q(Hannes): None of the panelists has pointed out that the QoS could be complicated and expensive.

Wednesday, 12 April 2007

· Shows of hands
· How many SDOs will change things based on this meeting?  Mostly IETF folks.
· Should we have another meeting?  Consensus in favor.

· How many would come outside of North America?  80%

· How many would come inside of North America? 95% 

· Winterbottom requires that it be attached to another meeting, e.g., IETF

· Architecture panel (Moderator: Harry Worstell, ATT)
· Panelists: Jon Peterson (NeuStar), Christian Militeau (ATIS), Gary Jones (3GPP), Roger Hixson (NENA), Andres Kütt (Skype)

· Christian Militeau (ATIS / Intrado)
· ATIS and 3GPP architectures are very similar, except for RAN

· Need to coordinate architectures across access technologies

· Gary Jones (3GPP / T-Mobile)

· Relationships are key do the development of good standards 
· A good standard is one that makes everyone equally unhappy 

· 3GPP was designed to be a person-to-person communications system – not an emergency calling system.  We need to keep this in mind.

· T-Mobile is the smallest national carrier and makes 1 billion connections/day, 50-60K 9-1-1
· Review of 3GPP architecture

· Doesn’t currently consider non-IMS visited network; if that’s a requirement, then the changes need to be moved through the 3GPP process
· Roger Hixson (NENA)

· Coming forward is the NENA i3 architecture
· Brian Rosen: Variety of clients, access networks, originating networks feeding into ESInet

· Andres Kütt (Skype)
· >9M users online at peak, 200M registered users; can’t really tell nomadic from static

· Multi-device use increasingly common; hardware adoption increasing

· Clients do not contain a SIP stack, but PSTN connections use SIP

· Because of Skype architecture, can’t really know user location unless provided by user or access layer
· Jon Peterson (NeuStar)

· Not on the same page because we’re building comms system and then 9-1-1 enabling (so different deployment scenarios, service architectures)

· Uniformity and interoperability are different.  Don’t have to agree on everything.

· Q(Rosen): To Peterson: Thanks, I agree with you.  It falls apart in one way, which is about getting location.  When access and calling networks, you have to work out mechanisms to pass location through both those entities.  

· (Kütt) I agree.  The location part is the most difficult.

· (Hixson) I agree, but need to emphasize data consistency/reliability (location/callback).

· Q(???): The NENA architecture doesn’t imply to a specific relationship between clients and access networks, right?

· (Rosen) Right, there’s a footnote that says that.

· (???) Maybe you could also overlay some existing systems (GMLC, SMLC) on the diagram

· Q(RoxAnn): How does multi-device access work.  Does the handset know its own location, or is it dependent on the home hard phone?

· (Kütt) They’re completely independent.

· Q(RoxAnn): While they don’t have to all be the same, they have to look and act the same at the interface.  E.g., timing is different among cellular networks.

· (Peterson) There’s a separate, higher-layer problem of providing a good user experience.  It’s hard to anticipate what the impacts will be of protocol changes.  Any of the proposals can give rise to a lot of different user experiences.  You have to be careful about drawing inferences about user interface.
· (Rosen) We are going to have to change how location updates are done.  The current design leads to a bad user interface, so we’re going to fix the underlying problem.

· (Jones) You’re talking about a system that was designed for efficient communications.  So there are limitations in the system that you have to work within.

· Q(Gaever): Provision of location will remain a problem.  From a business perspective, why would you, the network, give up location to Skype?  IETF architecture seems to assume free location to the endpoint.

· (Jones) Don’t know what the company view on this is.  In order for an operator to make a choice, though, all the choices have to be there in the standard.

· (Gaever) Could I say that if there’s no regulatory requirement, there’s no business incentive for businesses to work in that direction?
· (Peterson) Very sympathetic to that line of argument.  IETF architecture does not depend on gratis location information, and allows for location holder (e.g. carrier) to choose who to share it with.  It would be difficult from a regulatory perspective to force giving location away in general, but it might be reasonable to require it for emergency services.  But that’s about a relationship between carriers and emergency services.

· (Gaever) So there’s no need for the endpoint to know its location?

· (Peterson) That’s correct.  

· (Winterbottom) If the network provides a route to the PSAP, and PSAP can get the location, then the requirement is met.

· (Kütt) The endpoint is not going to talk directly to the PSAP, so we need the access layer to provide us location.  There’s a second force besides regulation though: If there are a lot of useful LBSs out there, then provision of location becomes a competitive advantage.
· (Gaever) That’s what I like, is that different business models can coexist.

· Q(Polk): Might also be a question of discrimination, e.g. between 3G and 802.11.  Also a user experience question.  Might not be free, but will be available.
· Q(Iwaszko): I would assume that you want the endpoint to know your location.  

· (Peterson) Noone here is contesting that location is critical for routing, and users want to have it.  The question is whether carriers are inclined to provide location to the endpoint, or straight to the recipient.  Orthogonal to privacy.

· (Iwaszko) Ok, that clears that up.  There’s still discussion of how data will be sent to the PSAP – this is tracking, right?  Is that the intent?

· (Peterson) That’s enabled in both architectures.  (1. through endpoint or 2. not)  The IETF doesn’t depend on free location because business interests could derail it.

· Q(Hannes): DT’s feedback on ECRIT architecture indicated that they don’t want to hand out precise location for free, but they would be willing to provide routing-level location.

· Q(Gaever): If for routing you need information in the endpoint.  In Austria, this gives you city-level granularity.

· (Peterson) Hannes wasn’t saying that the endpoint needs this.

· Q(Stark): Have been discussing sending routing info to the endpoint, so that it doesn’t have to do the lookup.  (Winterbottom seconds).
· (Gaever): Important to have this discussion.  Some regulators are thinking of requiring a relationship between access and voice providers.

· (Peterson) Our goal is to stave off those sorts of things.
· Q(Worstell): What are you expecting from 802.11 networks?  It’s hard to convince manufacturers to add extra stuff in what they feel is a best-effort environment.  This is going to cost people money; how do they get it back?

· (Kütt) Consumer need will drive this.  It’s not like APs without location will be turned off.

· (Peterson) APs that ‘just work’ are essential.  What we can do is provide protocols to empower these things with extra functionality when possible.  These are all competitive differentiators.

· Q(???): We need to separate the commercial aspects from the emergency services aspects.

· (Hannes) That doesn’t make sense if you want to use the same infrastructure for both.  If the user gets end-location for emergency purposes, then you can’t charge for it as well. 
· (Peterson) AP margins & motivations are very different from carrier motivations.

· Arthur Webster (NTIA / NIST-OLES)

· OLES is designed to support NIST activities relevant to law enforcement; funded by DHS, DoJ

· NTIA ITS providers telecom-specific support to NIST-OLES.

· Focused on communication among emergency response personnel

· Lots of interoperability problems, not just standards. (SOP, spectrum usage, etc.)

· Traditional reliance on PSTN breaks down in an emergency

· NIST-OLES has produced a Public Safety Statement of Requirements (PS SoR), both technical and non-technical; available on SAFECOM website
· Devices (potentially in PANs) form ad-hoc Incident-Area Networks (IAN) and more rigid Jurisdiction-Area Networks (JAN), which join into an Extended-Area Network (EAN)
· NIST (and other Feds) are working to accelerate P25 development

· The VoIP implementations being sold to government don’t interoperate, thus exacerbate problems.

· Q(Hansen): How does NIST go about becoming proactive in identifying who will determine the architectural and interface requirements for these standards?   The common thread is that public safety in this context is treated as “field personnel” and interoperability of radio systems.  As we move forward, this definition of interoperability needs to be extended.
· Q(RoxAnn): ENRIC used Volume I of the SoR.  Not sure where you’re going in Volume II.  What is the actual work you’re doing today?
· Plan is to use grant dollars to start moving all the radios to be interoperable.

· (RoxAnn) Are you doing that using Radio over Internet, or what?

· There’s a lot of futuristic things, but we’re just trying to nudge people into standards-based systems.

· Location Configuration Panel (Moderator: Christian Militeau, Intrado/ATIS)

· Panelists: James Winterbottom, Marc Linsner, Stephen Edge

· Marc Linsner: 
· IETF is working on L7LCP, LCP means endpoint getting location from a server in the access network
· Location is a Layer 2 problem, based on information pertinent to the local network.

· Is a layer-7 mechanism required?  This is a business, not a technical issue.  
· Can mask poor network design (e.g. concatenation of layer-2 networks)

· New attack vectors

· Complexity could inhibit deployment

· Layering violation

· James Winterbottom:
· How many LCPs?  Theoretically, only one.

· Abstraction over link layer – Acquisition is independent of determination.

· Location is not layer-2: It’s physical, and it’s application.

· Stephen Edge:
· The OMA view on location configuration protocols: SUPL ULP / RLP / MLP
· MLP and RLP used by 3GPP control plane

· Supports 3GPP, 3GPP2, and I-WLAN, extensible to other accesses

· Application-layer solution (although lower-layer details, e.g., measurements can be involved)

· Q(Peterson): Discussing issues that have some contention (e.g. within the IETF) tends not to be helpful.  If we want to express that there are questions that are undecided, then we can say that more clearly.

· (Linsner) The slide-set was built off the question asked.  

· Q(Hannes): The question is which protocols does an end host need to implement, and which to use in particular cases, and how can the various proposals be aligned.
· (Linsner) Layer 2 standards are adding the capabilities to determine and expose location information.  An Ethernet host doesn’t have to support 802.11 and vice versa.

· (Peterson) Do you think this is the proper forum for that sort of question?

· (Winterbottom) The question was “how many do we need”.  If it’s at link layer, then you need lots; if at a higher layer, fewer.

· (Hannes) What would you tell the IEEE (and other SDOs) to do?

· (Worstell) 802.11 has approached this from the “we’re a pipe” perspective, and put slots in the MIB to support location.  There’s not a lot else we can do besides collect information so that someone with an application can use it at a higher layer.  Don’t think you’re going to get location from Layer 1/2.  
· (Winterbottom) Do you see 802.11 collecting measurements and exposing them?

· (Worstell) Yes.  802.11k and v are the ins and outs.

· (Taylor) Conclusion is that SNMP is your layer-7 protocol
· (Winterbottom) Not necessarily.  Don’t want to have different specific mechanisms for each access network technology.  

· (Taylor) So you’re talking about several steps in the process, and when you finish, the choice of delivery mechanisms is really unrelated to how the data came about in the first place.
· (Rosen) I think we should be done.  We’ve been at this for a long time, so we should compromise with “both”, and that’s what we’ve done.  There’s one thing left to discover: Is SUPL on the list to go in phonebcp?

· (Winterbottom) Agree with that.  Shall we talk in May with Edge et al about whether to put SUPL in phonebcp?
· (Hannes) Obviously you can’t just put it in the document, since it’s a WG document.
· (Edge) Can’t say what it does or doesn’t add, but it needs to be taken seriously since it’s adopted by several standards bodies.  The issue might be relations among standards, default vs. optional.

· Stephen Edge (Qualcomm / OMA)

· On behalf of Larry Young (Chair, OMA Location WG)
· OMA vision is carrier/network independent (higher-layer) applications
· OMA-LOC role is to ensure interoperability of end-to-end location services

· Two enablers for location: Mobile Location Services (MLS) and SUPL

· MLS1.2 under development (requirements phase)

· SUPL2.0 Architecture under review; consistency review planned for June
· MLS is based on 3 XML protocols: MLP, RLP, and PCP (Privacy Control Protocol)

· MLP & RLP applicable to emergency services

· Two MLS services for ES: EmLocReportingServ=push, EmLocImmediateServ = pull

· SUPL re-uses underlying protocols

· For emergency services, have an E-SLP.  Initiator is either PSAP or LRF (SUPL agent).
· Q(Stark): How can you get copies of SUPL documents?

· Have to be an OMA member, could be provided via liaison.

· Q(Stark): In other OMA WGs, is there an effort to develop a protocol for more generic configuration?

· Everything related to location is in OMA-LOC

· (Stark) Is there another work that’s working on generic application configuration?

· Yes, there’s a device management WG

· Q(Winterbottom): SMS being sent to a handset for an emergency call is not very practical.  How does the SET know about the E-SLP?

· Actually the reverse, the E-SLP needs to know about the SET.

· Q(???): Could you implement a SUPL interface on a wireless AP?

· The network doesn’t need to support it, just the terminal.

· Follow-up: Could the AP be a terminal?  Don’t know if you’d ever want to do it, but is it possible?  Does it need an MSISDN?

· Probably could be done.  Wouldn’t need a SIM, but would need a home network (hence H-SLP).

· Q(Hannes): This is pretty complicated.  Where does the complexity come from?

· Actually, people consider this simpler than existing solutions.

· Really, it’s to operate over different accesses.

· (Hannes) You’re adding access-independence by adding extra protocol features.

· Each type of access has different measurement processes.

· (Hannes) But if you decouple determination from acquisition, then that becomes easier.

· (Marshall) SUPL merges determination with acquisition.  The complexity is in the determination part.  The part that’s within IETF scope is the MLP side, which is simpler.
· (Hannes) It’s been a problem that the documents aren’t public.

· (Marshall) The question of whether an AP can be a SET is a good question.  The manufacturers would need to implement the interfaces.

· Better NG9-1-1 Panel (Moderator: Brian Rosen, NeuStar/NENA)

· Brian Rosen (NeuStar / NENA)

· NG9-1-1 makes several improvements over E9-1-1.  Different devices, better information

· Designed to handle more information, e.g., building plans, caller information

· Mark Fedor (SunRocket)

· What are the enhancements, how can it be better?

· Ubiquity of E9-1-1 services: Currently a hassle, prevents deployment

· Ideally it’s so easy that any communications facility provides 9-1-1 capability

· Seamless globalization of E9-1-1 (global location infrastructure)

· Services tailored to lifestyle

· We can innovate and come up with new uses, but how does it get deployed?  Who needs to be involved?
· Stephen Wisely (APCO)

· Extra data, ability to transfer call and data anywhere (secure sharing), robust backup, eliminate geographic restrictions.

· Mary Brown (Cisco/OMA)

· Looking further down the line: No person on the other end of the call – sensor networks

· (Rosen) NENA is working on a standardized way to get non-9-1-1 data into a PSAP.  The thing that matters most is false alarms – until you can make this better, you’re not going to get into the PSAP.
· (Hixson) Need to distinguish between NGEmerg.Comm. and NG9-1-1.  
· (Hansen) How do we bridge all these systems together?  E.g., FBI is deploying sensors that require clearances.  Field units are going to want to know about deployed sensors immediately.  
· (Rosen) Might not get sensor data, but might get derived data.  Call vs. fact of call.  Need mechanisms where agencies register for events, and corresponding standards for messages.

· (Hansen) This is above and beyond that, it’s about breaking inter-agency barriers.  We’re going to have to fix stovepipes.

· (RoxAnn) The information about what’s potentially available is great.  Right now, we have trouble with OnStar, ATX, etc.  Initially, bad false alarms, but now much better.  Would like indication of severity, e.g., to automatically dispatch helicopter vs. ambulance.  Already have sensors that get deployed when Titans have a home game.
· (Hansen) Floor plans and other information about environmental conditions are vital.  And there’s no standards for how they’re done.
· Gabor Bajko (WiMax)

· WiMax has just begun ES work; focused on IMS approach

· Sample requirements

· Mandatory support for SUPL; possible future support for IETF protocols

· Mandate for unauthenticated access

· WiMax SHALL be capable of delivering location to authorized parties
· Taking a more conservative approach; relying on other SDOs 
· Don’t want terminal to try determining own location, network assists

· Q(Hixson): WiMax will provide location information – this is user location, not WiMax tower location?

· Copied and pasted from requirements, so judge for yourself.

· Security Panel (Moderator: Hannes Tschofenig Nokia Siemens Networks/IETF ECRIT WG chair )

· Hannes

· Fact: The chosen architecture impacts security.

· This panel will focus on PSAP resource exhaustion

· Attacks due to faked location or faked identity

· PSAP won’t reject calls, therefore location authenticity is about ranking (attribution) of calls

· Counter-measures for fake location:

· Placement of SIP Proxy in the Access Network

· Shields all operations from the (possibly malicious) end host 

· Note: 3GPP Model 

· Location by Reference

· Attach Http URI of LIS to call

· PSAP can dereference the URI and authenticate the LIS

· Large number of LIS provides trust problems

· Location Signing

· Provided signed location to the end host

· Faked Identity

· Identity useful for post-mortem analysis (of a bogus call). Provides someone to track down.

· P-Asserted Identity

· SIP Identity

· End-to-End security

· Unauthenticated access creates difficulties

· Note: Unauthenticated at the access level does not mean Unauthenticated to the VSP.

· Q(Lissner): What about attacks at the network level? (Non-application attacks)

· A(Brian): NENA is trying to address this issues. Border control elements (but not a walled garden), as well as firewalls between PSAP and emergency services network. All calls will be answered, but calls should be marked suspicious (and PSAPs know how to deal with suspicious calls today).
· A(Richard): Security mechanisms are not black and white. People often think about mechanisms as “authentication fails, call is rejected”. We’re not talking about accept the call or reject the call, we’re talking about mechanics that enable informed PSAP policy decisions.

· A(James): There’s a difference between authentication that sometimes fails and no authentication/access control. RoxAnne doesn’t want to be getting calls from Iran.

· Stephen Edge (Qualcom)

· Slides on OMA – SUPL security.
· SUPL 2.0 will add security for IP-Based Emergency Calls.

· Adapting solutions from 3GPP (3GPP2) … <I didn’t follow the details>

· Alternative solution involves tunneling SUPL messages via the secure SIP connection.

· Richard Barnes (BBN)

· Panelist with no slides

· James Winterbottom (Andrew)

· Panelist with no slides

· Q(Hannes): SUPL security is about setting up a secured (authenticated) link for transport of SUPL messages? 

· A (Edge): Yes

· Q(Hannes): What do PSAP operators want from an operational point of view? How much trouble do PSAPs have with fake calls (resource exhaustion) today? 

· (James): Even at a pay phone (anonymous) today, you still get correct location

· (Jenny): Every day in every PSAP we have errors (location doesn’t validate, no location found). In this new environment can we make things better in the new system?

· (Barnes): There’s a fundamental question here about who the PSAP trusts to provide the PSAP with location information. Once you have that trust relationship, then location signing is a good solution for data origin authentication.

· (Barnes/Lissner): This is less risk associated with location used for routing, but if you’re going to use end-point provided location for routing, you need some kind of security/verification.

· Q(???) : The situation will happen where there is no location (not just suspicious location)? What do we do in this case? 

· (James): It is very difficult to provide default routing in an IP environment (e.g. Brian’s Sierra Leon example)

· (???) : In answer to one of Hannes’s questions. It seems that invalidated/unauthenticated calls are a very real problem today.
· (Barnes): The existence of calls that have no data whatsoever accompanying them support Brian’s point that there must be easy transfer of calls between PSAPs

· (Jenny): Will call-back of Abandoned calls work in an IP environment?

· (Brian): It will work even better in an IP network in the next generation  

· (Polk): How much are we chasing our tail and how much is going to cost to do security, and will we get real results for this case?

· (Barnes): The question is whether the forensic value worthwhile for tracking down a denial of service attack? But I can’t speak to the cost-benefit analysis.

· (Jon): I don’t understand the difference between a verified (vs unverified) location? There aren’t security measured that give us the guarantees we need, which is a binding between a location and an emergency. 

· (Barnes): We’re not trying to verify there’s a location, we’re trying to verify that there’s actually something at the location. Ideally we’d have a binding between location and address of record … although there is still value even without a binding all the way to AOR.
· (Jon): Is this assurance of any value for authorization?

· (Andrew – Skype): Obviously there’s no way to distinguish between legitimate callers and a Botnet.

· (James): But if it’s valuable after the fact to get the exact location of every machine on the Botnet.

· (Brian): With enough money/expertise you can break any security system. The goal is to raise the bar high enough so that we can stop a large attack by a real class of attackers --- namely, script kiddies.

· (RoxAnn): Problem in a PSAP is getting overwhelmed. We always worry about the kid with the pocket-ful of quarters. We must guarantee that we are doing all we can to make sure we’re not being Spoofed. But at some point there’s always a reality of being overwhelmed.

· (Hannes): We really need PSAP operator input into our discussions.

· (Jon) : Remember we’re designing communication systems not just 911. We don’t have to solve security just in the location object. We have a lot of other identification and security mechanisms built into our communications systems that we can rely on.

· Kristin Smith (Legislative Assistant to Sen. Olympia Snowe)
· “I am not an engineer. Hopefully I will make more sense to you than you made to me.”

· Senate bill introduced by Senators Snow and Nelson  (of the E-911 caucus)
· New bill codifies existing FCC regulations

· Bill also addresses liability issues. (PSAPs have been hesitant to take VoIP calls)

· Third, bill gives States the right to impose 911 fees on VoIP to fund 911

· Finally, bill requires federal 911 office to develop a plan to migrate U.S. system to next generation (plan to help local PSAPs upgrade to handle IP)

·  (Brian): How did the hearing go?

· A: Well, but not all members were in town. Brought to light additional issues that we may need address. In particular, what needs to be done about video relay systems. Also, We’re very interested in architecting the 911 so that the next time a new communications technology comes along we don’t have to redo everything. Several 911 caucus members (on the appropriations committee) are working to get funding for these efforts.

· (RoxAnn): Please pass our thanks along to the Senator. The next generation needs to come. We can’t do today with copper wire what needs to be done. Grant language needs to change to include data as well as voice. In a digital system, my voice is data.

· Panel on Unauthenticated Network Access (Moderator: Jenny Hansen)
· Panelists: Roger Hixson, Brian Rosen, Roger Marshall, Stephen Edge

· Brian Rosen: 

· Unauthenticated access is nice, under controlled conditions

· Current implementations have no location and no identity.  Should fix this.

· Emergency calls are NOT anonymous

· Don’t do it unless required by regulation
· We know how to use a GRUU – put it in!
· Roger Hixson:

· Mass anonymous calling is THE problem

· Want call-back capability

· Should provide maximum location accuracy available

· Stephen Edge

· In 3GPP, unauthenticated = no UICC; built into 3GPP architecture b/c of regulation

· Still examining impacts on GPRS and WLAN accesses

· Location support unaffected for 3GPP control plane solution, being addressed for SUPL

· Gabor Bajko
· 802.11u is working on solutions for unauthenticated access to 9-1-1 services

· Same will happen in WiMax, and possibly in 3GPP2

· IEEE hopes to be the standard for dummy identifier and dummy authentication

· Roger Marshall – “If you build it [in], they [Emergency Regulations] will come”

· Does the current proactive approach meet PSAP expectations?

· Recommend default to not allowing unauthenticated access

· Possibility to re-vet the “requirement” among stakeholders
· (Rosen) Combination of urn:service:sos.unauthenticated and /dev/null

· (Hansen) Today, phones that are not initialized have a lot of problems.  Unauthenticated access to 9-1-1 is key for keeping old cell phones around (e.g. for battered women), but a lot of time, they don’t do any good.  Need to educate at the local level.  We don’t know what sort of funding there is for PSAPs once their telco fees go away; how would unauthenticated access affect this?  
· (Hannes) The problem is that things aren’t that easy.  There is an architectural impact by unauthenticated access because you have to deal with fraud cases.  

· (Rosen) We can give you a great userid with a throw-away email address.  They don’t have the kind of ID that we have in the current phone system, or even in current VoIP systems.

· (Hannes) Need to differentiate from network access and application access.
· (Winterbottom) Not really sure what unauthenticated access means in an IP context.  Lots of layers: 802.11, 2.5-layer (T-Mobile access login page), SIP.   We need a CLEAR definition of what authentication we’re talking about.
· (Rosen) This could be a “be careful what you wish for”.  The cure may be worse than the problem.  Perhaps we could have a limited form of authentication that’s only good for emergency calls.  When access and voice providers are linked, unauthenticated access means something different than when they’re not.  
· (Akundi) What does it mean to have unauthenticated access at layer 2?  How do you prevent someone from doing something else once they’re on?

· (Bajko) Often, the AP provides open access, with slightly higher-layer authentication, sometimes not.  IEEE addresses the latter (MAC-layer authentication).  Know that in effect that this makes all APs open.
· (Akundi) You seem to say that AP will give access, and higher layer will filter.  This filtering can’t be done by the access net when it’s separate from the voice net.

· (Kütt) Skype offers paid services, and for users of those paid services, we have good information.  For the rest, we know very little.  Question is whether those should have 911 access.

· (Hannes) We hear about cost, and then people push non-required things through SDOs.  It makes things  more complicated (QoS has the same problem).

· (Rosen) The carriers’ lawyers recommended it.  They think they have a current regulatory requirement.
· (???) There’s no clear requirement for unauthenticated service.  Maybe an outcome of this meeting is that we’d like to explicitly say that it’s not supported.

· (Rosen) Having SDOs voting on whether things are or ought to be legal probably isn’t a good idea.

· (Hannes) You have a lot of networks there that just carry data, and don’t want to be application-aware.

· (Bajko) The regulation says you have to provide access only if you’re providing commercial mobile telephony service.
· (Stark) Cellular access aside, if you’re on an open AP and the handset has routing info, can’t they just go straight to the PSAP URI?

· (Hannes) Yes, unless there’s some authentication or QoS in the way.

· (RoxAnn) The Internet was not a voice tool until you made it a voice tool.  You opened pandora’s box, and you can’t close it.  Don’t create any more problems unless you have to.
· (Winterbottom) Are you saying you don’t want unauthenticated access?

· (RoxAnn) Yes!  You may be reversed, but don’t create any more problems.
· (Worstell) We discussed this with Walt Johnson from the FCC, and they didn’t think that regulation of 802.11 devices was in their scope.  That band is experimental.

· (Hansen) We’ve seen this before: There’s no problem with X technology until someone dies.  We should address problems as they arise.

· (Worstell) I can only tell you what I hear.  I don’t believe it, and think we should be proactive.  Can’t convince the implementers, though, because there’s no law.
· (Hixson) Maybe it’s not a total yes or no.  What are the conditions that make the benefits more than the pain?  Maybe it’s a good idea if you have sufficiently accurate location.

· (Rosen) Maybe there’s a form of authentication which is good for 9-1-1 only.  Like the idea that the response to an unauthenticated call is instant tracking.

· (???) There needs to be some understanding that the reason that 23.167 has unauthenticated access is that carriers have plans to use it pursuant to regulation.  Wireless carriers have an existing obligation to carry all 9-1-1 calls.
· (Rosen) This is not black-and-white.  They do not have a requirement, they think they have a requirement.

· (Peterson) We should be cautious about ruling this out prima facie.  There are constantly new devices and new accesses.  There’s a trade-off that the public interest needs to decide, not a question for us as technologists.
· (RoxAnn) If you can spoof because there’s not authentication, then you will kill the industry before you get it started.

· (Peterson) This means that if all someone can use to call for help is an Xbox, then they shouldn’t be able to?

· (RoxAnn) You have to have a phone to call 9-1-1, and you have to have a paid, connected line.  The majority of the public pays a fee for the service.  Not suggesting that you shouldn’t be allowed call 9-1-1 from a device, but there should be parameters to this access.
· (Peterson) Just saying this is not a problem for us.

· (Hannes) Would like to get more input from the regulatory side.

· (???) One parameter would be if whether you have a VSP account.

· (Hannes) But you’re unauthenticated!

· (Rosen) This goes back to the meaning of “unauthenticated”.  We could use the credentials from the call service to access an access network.  DIFFERENT from not having credentials for a calling network.
· (Hixson) I just know I’m not giving up my wireline phone.

· (Hannes) We will be posting slides and minutes.  Hope to get audio and video recordings as well.
· (Hixson) Will there be one in the fall?

· (Linsner) Do we want one?

· Consensus in favor

· (adjourned)

